Starting Nmap 7.60 ( https://nmap.org ) at 2020-06-01 13:14 CEST

NSE: Loaded 146 scripts for scanning.
NSE: Script Pre-scanning.

Initiating NSE at 13:14

Completed NSE at 13:14, 0.00s elapsed
Initiating NSE at 13:14

Completed NSE at 13:14, 0.00s elapsed
Initiating Ping Scan at 13:14
Scanning 192.168.2.117 [2 ports]

Completed Ping Scan at 13:14, 0.01s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 13:14
Completed Parallel DNS resolution of 1 host. at 13:15,
elapsed
Initiating Connect Scan at 13:15
Scanning WD_MyCloud (192.168.2.117) [1000 ports]
Discovered open port 443/tcp on 192.168.2.117
Discovered open port 139/tcp on 192.168.2.117
Discovered open port 445/tcp on 192.168.2.117
u.v.m.
Host script results:
| nbstat: NetBIOS name: MYCLOUDEX2ULTRA, NetBIOS user:
NetBIOS MAC: <unknown> (unknown)
| Names:

MYCLOUDEX2ULTRA<OO> Flags: <unique><active>

MYCLOUDEX2ULTRA<03> Flags: <unique><active>

MYCLOUDEX2ULTRA<20> Flags: <unique><active>

WORKGROUP<00> Flags: <group><active>

WORKGROUP<1e> Flags: <group><active>
smb-os-discovery:

0S: Windows 6.1 (Samba 4.3.11)

Computer name: mycloudex2ultra

NetBIOS computer name: MYCLOUDEX2ULTRA\X00

Domain name: \x00

FQDN: mycloudex2ultra

System time: 2020-06-01T04:15:14-07:00
smb-security-mode:

account_used: guest

authentication_level: user

challenge_response: supported

message_signing: disabled (dangerous, but default)
smb2-security-mode:

2.02:

Message signing enabled but not required

smb2-time:

date: 2020-06-01 13:15:14
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|_ start_date: 1601-01-01 00:53:28

4.01s

<unknown>,

Nmap done: 1 IP address (1 host up) scanned in 18.54 seconds



